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Abstract Autonomous driving systems (ADS) are an emerging technology
with promising potential in areas such as intelligent cities and transportation.
Testing ADS is of paramount importance before their deployment in real-world
vehicles, where simulation-based testing provides a cost-effective way to assess
the performance of ADS. Several simulation-based fuzz testing tools have been
developed, but there lacks a systematic empirical study to evaluate and com-
pare their performance. To address this, we propose the first comprehensive
evaluation framework with unified initial driving scenarios and violation ora-
cles to ensure fair comparisons. We conducted extensive experiments of over
500 hours. The results demonstrate that initial driving scenario datasets may
impact the performance of fuzzers, and introduce potential evaluation biases.
Furthermore, we consider two additional metrics, i.e., map waypoint cover-
age and code coverage. We find that the map waypoint coverage can be a
complementary indicator to the number of unique violations to evaluate the
performance of fuzz testing methods, whereas the code coverage fails to dis-
tinguish performance differences among fuzzers. These insights may provide
guidance for comprehensively evaluating and comparing ADS simulation test-
ing approaches in future studies.
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1 Introduction

Rapid advancements in artificial intelligence, particularly in computer vision,
have accelerated the transition of autonomous driving technology from theo-
retical exploration to practical implementation (Grigorescu et al., 2020, Liu
et al., 2021). Automotive companies (e.g., Tesla1), technology giants (e.g.,
Baidu2) and open-source organizations (e.g., Autoware3) are actively devel-
oping Autonomous Driving Systems (ADS). These systems are designed to
manage the entire driving process, from perception to decision-making and
control, with the goal of reducing driver workload and minimizing traffic ac-
cidents (Gao et al., 2022). Despite the advancements, significant challenges
remain in achieving low-risk autonomous driving. According to recent data
from the California Department of Motor Vehicles,4 749 autonomous vehicle
collisions had been reported as of September 2024. This highlights the need
for rigorous validation and testing of ADS prior to their deployment on public
roads.

Assessing the reliability of autonomous driving systems necessitates road
testing spanning hundreds of millions of miles (Kalra and Paddock, 2016).
However, real-world testing is hindered by high costs and, importantly, a lim-
ited range of scenarios, making it challenging to comprehensively address the
vast diversity of driving conditions.

Simulation-based testing provides a promising complement by enabling the
generation of diverse weather conditions, road network structures and traffic
flows (Duy Son et al., 2019, Stocco et al., 2023). They can generate high-fidelity
sensor data, including images and lidar, providing a cost-effective testing en-
vironment with rich scenario complexity. It is especially valuable for high-risk
scenarios, such as collision events, where real-world testing raises significant
safety concerns. Additionally, its ability to record and replay sensor data and
vehicle control commands is highly practical. This reproducibility is a critical
feature for regression testing, making simulation an indispensable tool in ADS
development. Indeed, a survey found that 87% of participants use simulation
platforms for testing autonomous driving systems (Lou et al., 2022).

Driving scenarios serve as the test case for simulation-based testing of
ADS, the quality of which directly impacts the effectiveness of testing perfor-
mance (Dai et al., 2024). Redundant, invalid or other low-quality scenarios
may reduce testing efficiency, while diverse scenarios could rapidly trigger
violation behaviors and help identify defects and vulnerabilities in subject
ADS. Approaches that leverage fuzzing techniques (Li et al., 2022a, 2020)
and adversarial-based generation techniques (Ding et al., 2020a, Wang et al.,
2022) are widely adopted for scenario generation. In a nutshell, fuzzing-based
methods leverage fitness functions to evaluate scenario quality and guide the

1 Tesla Autopilot, https://www.tesla.com/autopilot
2 Baidu Apollo, https://apollo.baidu.com/
3 Autoware, https://autoware.org/
4 DMV Autonomous Vehicle Collision Reports, https://www.dmv.ca.gov/portal/vehicl

e-industry-services/autonomous-vehicles/autonomous-vehicle-collision-reports/
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search process, prioritizing scenarios that are more likely to trigger violations
and generating offspring scenarios through various mutation strategies. In con-
trast, adversarial-based generation utilizes adversarial learning frameworks en-
hanced with domain-specific knowledge to produce scenarios that can induce
system errors (Ding et al., 2023). Although adversarial methods can efficiently
generate a large number of scenarios, controlling these scenarios is challenging
due to the limited interpretability of deep learning models (Li et al., 2022a).
Fuzzing-based methods account for multiple scenario attributes (i.e., fitness
objectives) and evaluate scenario quality through carefully designed fitness
functions, making them more stable in generating high-quality scenarios.

Several tools have been developed for testing ADS based on simulation.
For instance, DriveFuzz (Kim et al., 2022) randomly assigns starting points
and destinations to the ego vehicle and selects scenarios for mutation based
on the distance between the ego vehicle and other traffic participants during
simulation. Similarly, AV-Fuzzer (Li et al., 2020) monitors the distance be-
tween the ego vehicle and other participants and employs a safety-oriented
fitness function to guide scenario generation, thereby increasing the likelihood
of identifying critical safety issues. Despite the success of recent fuzz testing
methods, challenges remain in comparing their effectiveness due to inconsis-
tencies in evaluation settings, which manifest to two aspects.

– Initial Driving Scenarios. Initial driving scenarios serve as the seed in-
puts for fuzz testing. Research in structured software fuzzing has shown
that initial seeds significantly influence code branch coverage due to the
complexity of program branching and stringent input validation (Asmita
et al., 2024, Liang et al., 2021). Similarly, in ADS fuzz testing, complex sce-
narios (such as unprotected left turns at cross-intersection junctions), are
more likely to expose safety violations. Consequently, the use of different
initial driving scenarios in evaluations can lead to unfair comparisons. Ad-
ditionally, relying on a single set of initial driving scenarios is insufficient
for comprehensively assessing the performance of ADS fuzzers.

– Violation Oracles. Fuzz testing aim to uncover violation behaviors in
ADS. However, fuzzers often employ different oracles even for detecting
similar types of violations, resulting in discrepancies in their assertions. For
example, both DriveFuzz and TM-Fuzzer (Lin et al., 2024) use a simple
oracle to detect red-light violations by checking if ego vehicle’s speed drops
below 0.1 upon entering the influence zone of a red light. In contrast, Auto-
Fuzz (Zhong et al., 2022) adopts a more sophisticated oracle inherited from
the CARLA Leaderboard5, which uses geometric calculations to determine
whether the rear of the ego vehicle crosses the stop line after the light turns
red. Such variations in oracles can introduce biases and hinder a fair com-
parison.

In this paper, we carry out a systematic empirical evaluation of simulation-
based fuzz testing methods for ADS. We define driving scenarios as a data

5 CARLA Leaderboard, https://leaderboard.carla.org/
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model consisting of five key elements: ego vehicle, NPC (Non-Player Charac-
ter) vehicles, pedestrians, puddles, and weather conditions. The datasets are
constructed by leveraging multiple scenario generation strategies covering dis-
tinct maps provided by the CARLA simulator. Additionally, we design six
violation detectors based on existing methods’ violation oracles to identify
collisions, running red lights, and other violations.

We develop ADSFuzzEval6, which supports dockerization and parallelized
execution of fuzz testing methods. Selecting two end-to-end ADS, i.e., In-
terFuser (Shao et al., 2023) and LMDrive (Shao et al., 2024), and one of
multi-module ADS, i.e., Autoware, as the systems under test, we evaluate
five fuzzers: AV-Fuzzer (Li et al., 2020), DriveFuzz (Kim et al., 2022), TM-
Fuzzer (Lin et al., 2024), SAMOTA (Haq et al., 2022), and ScenarioFuzz (Wang
et al., 2024).

Following a controlled-variable approach, we first investigate how initial
driving scenarios affect fuzzer performance. The results demonstrate that ini-
tial driving scenarios, whether generated across different maps or within a
single map, may influence the number of violations triggered by fuzzers, thus
introducing potential evaluation biases.

We also consider two additional metrics, i.e., map waypoint coverage and
code coverage, to evaluate the performance of fuzzers. We find that map way-
point coverage could quantify the diversity of scenarios generated by fuzzers,
which is supplementary to the number of unique violations for evaluating
fuzzer performance. Regarding code coverage, our results confirm the known
consensus that this metric is ineffective for testing end-to-end ADS. More
importantly, we provide the empirical evidence that code coverage also fails
to distinguish performance differences when testing multi-module ADS. Our
analysis reveals this is because current fuzzers are not designed with code
coverage-guided strategies, thus failing to explore code-logic within the ADS.

Structure. Section 2 provides the background of simulation-based fuzz testing
in ADS. Section 3 introduces the study subjects of our evaluation. Section 4 de-
scribes the design of our empirical evaluation methodology. Section 5 presents
and analyzes the results of our evaluation. Section 6 reviews related work, and
Section 7 concludes the study and discusses future directions.

2 Background

Figure 1 illustrates the basic framework of simulation-based fuzz testing for
ADS. First, the initial driving scenarios and the ADS under test are inputted
into the simulation environment. During the simulation, the states of ego vehi-
cles and other traffic participants are monitored and collected as feedback. The
information is used to determine whether the ego vehicle triggers any potential
violations based on the predefined violation oracles. Next, the fuzzer gener-
ates offspring scenarios based on its designed strategies, including scenario

6 The implementation is publicly available at https://github.com/yagol2020/ADSFuzz

Eval
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evaluation, selection, crossover and mutation, as shown in the green dashed
box of Figure 1. The generated offspring scenarios are then fed back into the
simulation environment for the next generation of testing. Simultaneously, the
termination condition controls the testing budget. Once the termination con-
dition is met, a violation report is produced.

Execute Scenarios in Simulation
EnvironmentsADS Under Test

Inital Driving Scenarios

Violation Report

Violation Oracles
Termination 
Conditions

Crossover &
Mutation

Offspring Scenarios

Evaluation &
Selection

Fuzz Testing Method

Violation
Detector

Feedback
States

Fig. 1: Framework of Simulation-based Fuzz Testing for ADS

According to the framework, there are four inputs that are independent
of the fuzz testing methods: (1) ADS under test, which is the system whose
defects and violations the fuzzer aims to discover; (2) initial driving scenarios,
which serve as the initial input for the fuzzer when no optimization strate-
gies are enabled; (3) violation oracles, which are the criteria for determining
whether the ADS has triggered any violations; and (4) termination conditions,
which are used to control the testing budget.

To ensure a fair comparison, it is necessary to unify these inputs. The ADS
under test and the termination conditions are consistent across different fuzz
testing methods. For example, Apollo and Autoware are commonly used as
the ADS under test, and the maximum execution time or maximum genera-
tion number are used as termination conditions. However, the initial driving
scenarios and the violation oracles are sometimes not consistent due to their
multiple configurable parameters. The following subsections will investigate
these two components in detail.

2.1 Investigation of Initial Driving Scenarios

Driving scenarios are the test cases to be executed by the simulation environ-
ment. They are used to spawn vehicles and pedestrians, set weather conditions,
road friction, and configure the traffic flow including the behavior of NPC ve-
hicles and pedestrians.
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Several approaches for describing driving scenarios have been proposed,
including formal standards such as OpenSCENARIO,7 domain-specific lan-
guages such as Scenic (Fremont et al., 2019), and various scenario specification
methods, e.g., Bakikian et al. (Babikian et al., 2024) and Bech et al. (Bach
et al., 2016). However, these solutions are not widely used in existing fuzzers.
Instead, most fuzzers tend to rely on the simulator’s built-in API to load and
configure driving scenarios. From an analysis of these fuzzers, we conclude that
a driving scenario is typically composed of the following components.

– Configuration of ego vehicles. The ego vehicle’s goal is to complete
its driving task, which includes starting from an initial point and reaching
the destination. For example, DriveFuzz and TM-Fuzzer randomly select
the start and end points from all available locations on the map using the
CARLA simulator API map.get spawn points() to define the driving task
of the ego vehicle. Additionally, a vehicle model is selected to spawn the ego
vehicle with different models having distinct attributes such as size, mass,
and operability.

– Configuration of participants. NPC vehicles and pedestrians are impor-
tant traffic participants that simulate realistic traffic flow in the simulation
environment. Similar to the ego vehicle, the configuration of NPC vehi-
cles and pedestrians includes their vehicle/pedestrian models, driving tasks
defined by start and end points. Additionally, participants require behav-
ior controllers to define their actions. For example, TM-Fuzzer utilizes the
CARLA built-in autopilot agent BehaviorAgent to control NPC vehicles,
while Doppel (Huai et al., 2023b) employs Apollo as the controller for NPC
vehicles. DriveFuzz and ScenarioFuzz go beyond autopilot methods by in-
corporating additional strategies, such as immobile and linear behaviors, to
enhance the diversity and realism of NPC behaviors.

– Configuration of environment. Weather conditions and road friction
are key environmental parameters in the simulation environment. Weather
conditions control elements such as clouds, rain, fog and wind, and they
also affect lighting conditions on the road, which in turn impacts the sensor
and perception modules of the ADS. Road friction determines the surface
friction of the road, affecting the control module of the ADS. For exam-
ple, AutoFuzz leverages the CARLA preset weather conditions8, such as
clear noon and cloudy sunset, to enhance the diversity of driving scenarios.
DriveFuzz spawns puddles to simulate road friction, thereby affecting the
actuation of the ADS.

Initial driving scenarios are the very first input for simulation-based fuzz
testing methods. Table 1 summarizes the initial driving scenarios used by
different fuzzers. As shown in the table, most fuzzers adopt straightforward
strategies, such as randomly generating driving scenarios as initial input.

7 OpenSCENARIO, https://www.asam.net/standards/detail/openscenario
8 CARLA Weather Parameters, https://carla.readthedocs.io/en/latest/python_ap

i/#carlaweatherparameters



Empirical Evaluation of Simulation-based Fuzz Testing for ADS 7

Fuzzers (e.g., AV-Fuzzer, AutoFuzz and ScenarioFuzz) predefine specific sce-
narios as initial inputs. For example, AutoFuzz manually designs five types of
driving scenarios, such as lane changes and left turns at signalized junctions.
However, these predefined scenarios inherently limit the diversity of the gener-
ated test cases, potentially reducing the effectiveness of the fuzzing process. In
contrast, fuzzers like DriveFuzz, TM-Fuzzer and Doppel select the start and
destination points for the ego vehicle from all available locations on the map.
While this random strategy enhances scenario diversity, it may also introduce
inconsistencies due to the complexity and variability of road networks.

Table 1: Initial Driving Scenarios of Different Fuzzers

Method Configuration of the Ego Vehicle
Configuration of Participants Configuration of Environments

NPC Vehicles Pedestrains
Puddle Weather

Task Behavior Task Behavior

AV-Fuzzer Predefined Predefined NOT SET NOT SET NOT SUPPORT NOT SUPPORT

DriveFuzz Random Random A,M,L,I Random A, L, I Random Random

AutoFuzz Predefined Predefined Predefined Random Random

TM-Fuzzer Random NOT SET NOT SET NOT SET NOT SET NOT SET Random

ScenarioFuzz Predefined Random A, M, L, I Random A, L, I Random Random

Doppel Random Random A Random A NOT SUPPORT NOT SUPPORT

SAMOTA Random Random A Random A NOT SUPPORT Random

* A: autopilot, M: maneuver, L: linear, I: immobile, NOT SET: the fuzzer does not set this
element, NOT SUPPORT: the simulator fuzzer used does not support this element.

2.2 Investigation of Violation Oracles

Violation oracles are used by detectors to dynamically identify improper be-
haviors exhibited by the ADS during testing. We categorize the violation or-
acles into three types: collision, infraction and task failures, and then classify
seven state-of-the-art fuzzers into three categories, as shown in Table 2.
Collision. Collision is the most fundamental violation that an ADS must
avoid. It occurs when the ego vehicle comes into contact with static or dynamic
objects, exerting force on either the ego vehicle or the impacted object. In real-
world scenarios, collisions can lead to severe economic losses, vehicle damage,
and potentially life-threatening injuries. As a result, detecting and preventing
collision events is critical for the reliability and safety of ADS.

CARLA provides convenient API to detect collision events9, making it
straightforward for fuzzers to detect collisions using a consistent oracle.
Infraction. Infraction refers to violations of traffic rules and laws, including
behaviors such as speeding, encroaching into opposing lanes and running red
lights. Traffic laws provide a legal framework that ensures the safety of all traf-
fic participants. With the increasing integration of autonomous vehicles into

9 Collision Detector, https://carla.readthedocs.io/en/latest/ref_sensors/#collis
ion-detector
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Table 2: Violation Oracles Employed by Different Fuzzers

Violation Oracles AV-Fuzzer DriveFuzz TM-Fuzzer AutoFuzz Doppel SAMOTA ScenarioFuzz

Collision ✔ ✔ ✔ ✔ ✔ ✔ ✔

Infraction
Speeding ✘ ✔ ✔ ✘ ✘ ✘ ✔

Lane Invasion ✘ ✔ ✔ ✔ ✘ ✔ ✔
Running Red Lights ✘ ✔ ✔ ✘ ✔ ✔ ✔

Task Fail
Reach the Destination ✘ ✔ ✔ ✘ ✘ ✔ ✘

Stuck ✘ ✔ ✔ ✘ ✘ ✘ ✔
Module Respnse Failures ✘ ✘ ✘ ✘ ✔ ✘ ✘

human-driven traffic, it is critical for autonomous vehicles to adhere strictly
to these regulations (Li et al., 2024, Ma et al., 2024, Sun et al., 2022). In-
fractions by autonomous vehicles, even if they do not result in collisions, can
significantly elevate safety risks.

For lane invasion, the CARLA simulator provides API similar to the colli-
sion detection API, which detects this violation based on OpenDRIVE.10 How-
ever, for other violations, different fuzzers employ diverse oracles, leading to
inconsistencies in detection criteria. As mentioned in the introduction section,
the detection oracle for running red lights varies between fuzzers. Similarly,
for speeding violations, the oracle differ across fuzzers. For instance, DriveFuzz
determines speeding by checking if the current speed of the ego vehicle exceeds
the road’s speed limit,11 whereas TM-Fuzzer defines speeding as exceeding the
speed limit by 2 km/h.12 These inconsistencies in oracle definitions introduce
biases when evaluating the performance of ADS under test.

Task Failure. This category encompasses situations where the ADS fails to
complete its assigned driving task, such as failing to reach its destination
due to internal issues like perception errors, localization failures or software
instability. Manifestations of such failures may include the vehicle remaining
stationary for prolonged periods or encountering module-specific errors that
prevent task completion. Although this type of failure generally presents a
lower safety risk, it highlights the inability of the ADS to autonomously fulfill
its driving responsibilities, thereby necessitating manual intervention. If the
driver fails to take over promptly and safely, such failures could escalate into
safety-critical incidents.

The oracle for determining whether the ADS has reached its destination or
is stuck relies on user-specified thresholds. For instance, the default threshold
for judging a “stuck” state differs across fuzzers: 20 seconds in DriveFuzz, 60
seconds in TM-Fuzzer, and 30 seconds in ScenarioFuzz. Similarly, the criteria
for determining whether the ADS has reached its destination also vary. For
DriveFuzz, TM-Fuzzer, and ScenarioFuzz, the threshold is a 2-meter distance
between the ego vehicle and the goal. However, TM-Fuzzer introduces an ad-

10 Lane invasion detector, https://carla.readthedocs.io/en/latest/ref_sensors/#la
ne-invasion-detector
11 Speeding oracle of DriveFuzz, https://gitlab.com/s3lab-code/public/drivefuzz/-/
blob/master/src/executor.py?ref_type=heads#L1080
12 Speeding oracle of TM-Fuzzer, https://github.com/ldegao/TMfuzz/blob/main/simul
ate.py#L1308
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ditional condition: the ego vehicle’s speed must drop below 0.1 km/h.13 This
stricter requirement differentiates TM-Fuzzer from other fuzzers.

2.3 Summary of findings

Based on the systematic investigation, we summarize the key findings regard-
ing initial driving scenario generation and violation oracle implementation as
follows.
Initial Driving Scenario Generation. Current practices predominantly
employ random-based strategies for generating initial driving scenarios. How-
ever, such approaches may introduce evaluation inconsistencies due to uncon-
trolled variations in three critical dimensions: (1) driving task parameters, (2)
traffic flow characteristics, and (3) environmental conditions. This variability
underscores the necessity for a consistent scenario generation framework to
enable fair comparison of different fuzz testing methodologies.

Violation Oracle Implementation. While violation oracles serve as essen-
tial module for identifying anomalous ADS behaviors, our analysis reveals two
critical challenges: (1) definitional ambiguity in violation criteria (e.g., traffic
infraction classifications, and mission failure conditions) and (2) implementa-
tion discrepancies across testing platforms. These dual challenges potentially
introduce evaluation biases, emphasizing the urgent need for consistent oracle
specifications to ensure objective cross-fuzzer comparisons.

The performance results, e.g., the number of unique violations, may be
influenced by the two components discussed above. Accordingly, in order to
conduct a fair and comprehensive empirical evaluation of ADS fuzz testing
methods, we need to consistently control these two variables, namely, the ini-
tial driving scenarios and the violation oracles. This allows us to eliminate
their potential influence on the evaluation results and focus on comparing the
violation detection capabilities of different fuzz testing methods.

3 Study Subjects

The subject of our empirical study consists of two components: the fuzz testing
tools and the ADS under test. This section will introduce the study subjects
selection criteria, followed by a brief introduction of the chosen subjects.

3.1 Fuzz Testing Tools

Table 3 lists 12 ADS fuzz testing tools published in the literature, including the
simulator they support, the number of citations according to Google Scholar,
the publication details, and their repositories.

13 Reach the destination oracle of TM-Fuzzer, https://github.com/ldegao/TMfuzz/blo
b/main/simulate.py#L754
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Table 3: List of ADS Fuzz Testing Tools

Fuzzer Simulator Citation Publication Repository Url

AV-Fuzzer (Li et al., 2020) CARLA* / LGSVL 189 ISSRE 2020 https://github.com/cclinus/AV-Fuzzer

AutoFuzz (Zhong et al., 2022) CARLA / LGSVL 81 TSE 2023 https://github.com/autofuzz2020/AutoFuzz

SAMOTA (Haq et al., 2022) CARLA 76 ICSE 2022 https://figshare.com/articles/journal_contribution/16468530

MOSAT (Tian et al., 2022) LGSVL 42 ESEC/FSE 2022 https://github.com/mogatesing/mosat

LawBreaker (Sun et al., 2022) LGSVL 40 ASE 2022 https://github.com/lawbreaker2022/LawBreaker-SourceCode

Doppel (Huai et al., 2023b) SimControl 28 ICSE 2023 https://github.com/Software-Aurora-Lab/DoppelTest

DriveFuzz (Kim et al., 2022) CARLA 21 CCS 2022 https://gitlab.com/s3lab-code/public/drivefuzz

scenoRITA (Huai et al., 2023a) LGSVL 16 TSE 2023 https://github.com/Software-Aurora-Lab/scenoRITA

ScenarioFuzz (Wang et al., 2024) CARLA 4 ISSTA 2024 https://github.com/AtongWang/ScenarioFuzz

FuzzScene (Guo et al., 2024) CARLA 3 JSS 2024 https://github.com/meng2180/FuzzScene

TM-Fuzzer (Lin et al., 2024) CARLA 1 ASEJ 2024 https://github.com/ldegao/TMfuzz

VioHawk (Li et al., 2024) LGSVL 1 ISSTA 2024 https://github.com/emocat/VioHawk

* Re-implementation based on CARLA simulator.

It can be seen that CARLA (Dosovitskiy et al., 2017) and LGSVL (Rong
et al., 2020) are two widely used simulators for testing ADS. However, LGSVL
ceased maintenance in 2022, which limits access to certain maps and assets.
While open-source derivatives (e.g., SORA-SV14) can partly alleviate this lim-
itation, ensuring their reliability and robustness still requires significant effort.
Moreover, their outdated simulation engines may introduce non-determinism,
leading to flaky testing results (Amini et al., 2024, Osikowicz et al., 2025). In
contrast, CARLA receives consistent updates, including improvements to its
maps, support for new features such as native ROS 2, an upgrade of its game
engine from Unreal 4 to Unreal 5, and fixes for bugs and vulnerabilities. These
enhancements make CARLA more stable and less prone to non-determinism
issues. Furthermore, CARLA hosts official ADS performance competitions via
the CARLA Leaderboard, establishing it as a preferred choice for comprehen-
sive ADS testing in both research and industry.

Therefore, our study prioritizes CARLA as the primary simulator for test-
ing ADS. Accordingly, we exclude five fuzzers that rely on either the LGSVL
or SimControl simulators (Apollo’s built-in simulators). We also remove Fuz-
zScene (Guo et al., 2024), which is specifically designed to test steering-angle
models rather than the entire ADS, and AutoFuzz (Zhong et al., 2022), whose
execution is highly coupled with the CARLA Leaderboard, making it difficult
to adapt to the initial scenario and extend the violation detectors. As a re-
sult, our study focuses on the remaining five open-source fuzzers, which are
described as follows.

– AV-Fuzzer (Li et al., 2020). AV-Fuzzer is a fuzz testing method that
employs genetic algorithms to generate safety-violating scenarios by per-
turbing the driving behavior of traffic participants to increase safety risks.
It designs a fitness function that evaluates the ego vehicle’s safety potential
based on its safe driving distance and the maximum braking distance under
comfortable braking conditions. Scenarios with higher risk are selected for
further mutation. Although the original version of AV-Fuzzer was imple-

14 SORA-SVL, https://github.com/YuqiHuai/SORA-SVL
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mented in LGSVL, Tong et al. re-implemented its strategies in CARLA15.
Given that AV-Fuzzer is widely used as a baseline in related works, we
include the re-implemented version in our study.

– DriveFuzz (Kim et al., 2022). DriveFuzz is a feedback-guided fuzz test-
ing method that collects information about the ego vehicle’s throttle, brake,
and steering states during scenario execution. It designs a fitness function
that considers hard acceleration, braking, oversteering, and the minimum
distances to other vehicles or pedestrians. Scenarios with the highest fitness
scores are selected for mutation. Additionally, DriveFuzz simulates various
vehicle behaviors and different weather conditions to generate diverse test
scenarios.

– SAMOTA (Haq et al., 2022). SAMOTA is a method that combines
many-objective search algorithms with surrogate-assisted optimization to
address the challenges of generating diverse test data that can trigger safety
violations. It leverages surrogate models to mimic computationally expen-
sive simulators, thereby significantly reducing the cost of fitness evaluations.

– TM-Fuzzer (Lin et al., 2024). TM-Fuzzer is a fuzz testing method that
dynamically manages NPC vehicles during simulation to generate traffic
flow. By spawning vehicles in front of the ego vehicle or removing vehicles
behind it during the simulation process, TM-Fuzzer increases the ability to
trigger more edge behaviors of the ADS. Furthermore, TM-Fuzzer incor-
porates clustering analysis to identify the similarity between scenarios and
improve the quality of test scenarios.

– ScenarioFuzz (Wang et al., 2024). ScenarioFuzz leverages map crawling
techniques to construct a topological graph from the road semantic struc-
ture, which is used to build a scenario seed corpus. It then optimizes scenario
selection strategies based on a graph neural network model to predict and
filter out high-risk scenarios for further mutation.

3.2 ADS Under Test

Autonomous driving systems rely on sensory inputs, such as data from RGB
cameras, radar, GPS and inertial measurement units, combined with high-
definition maps that define the road network structure. These inputs enable
ADS to make informed decisions based on pre-trained models (Zhao et al.,
2023). Typically, ADS can be categorized into two types according to their
system architectures (Zhao et al., 2023): multi-module and end-to-end. Multi-
module ADS consists of multiple modules, each responsible for specific tasks
such as perception, prediction and route planning. In contrast, end-to-end
ADS directly map sensory inputs to control signals, relying on deep learning
techniques to learn human driving patterns directly.

To comprehensively evaluate autonomous driving systems, we reviewed
both types of ADS and selected representatives that meet the following cri-

15 Re-implemented AV-Fuzzer: https://github.com/AtongWang/ScenarioFuzz/blob/mas
ter/src/fuzzer_avfuzz.py
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teria.(1) Availability: the ADS is open-source, including its source code and
model weights;(2) Compatibility with the CARLA Simulator: the ADS
should be able to receive sensor data from CARLA and output control signals
that CARLA supports.

These criteria are designed to ensure that the selected ADS enable con-
sistent and reliable testing, thereby providing valuable insights into their reli-
ability and performance in autonomous driving scenarios. By applying these
criteria, we selected the following three ADS.

– Autoware is an open-source multi-module ADS that provides a complete
software stack for autonomous driving. Autoware is built on ROS and en-
ables commercial deployment of autonomous driving in a broad range of
vehicles and applications. It has been widely adopted in the autonomous
driving community and is actively maintained.

– InterFuser (Shao et al., 2023) is an end-to-end explainable ADS that
employs transformer-based multimodal sensor fusion. It integrates informa-
tion from multiple sensors to achieve global contextual awareness and gen-
erates interpretable intermediate outputs. These outputs are then processed
by a safety-enhancing controller, which constrains actions within a safe set.
InterFuser outperformed other methods including TCP (Wu et al., 2022),
LAV (Chen and Krähenbühl, 2022) and TransFuser (Chitta et al., 2022),
and secured second place on the CARLA Leaderboard,16 demonstrating its
ability to safely and efficiently handle complex, adversarial urban scenarios.

– LMDrive (Shao et al., 2024) is an end-to-end closed-loop ADS leveraging
large language models (LLMs). It processes data from cameras and LiDAR
sensors, interprets driving commands expressed in natural language, and
directly generates vehicle control signals. LMDrive utilizes the pre-trained
multimodal LLM, LLaVA, to process sensor data and reason with natu-
ral language commands to produce driving actions. This system represents
cutting-edge advancements in large model technology.

According to Google Scholar statistics, InterFuser and LMDrive receive 217
and 100 citations, respectively, and Autoware has over 10.3k stars on GitHub,
demonstrating their popularity in the autonomous driving system domain.
Notably, ADSFuzzEval is not limited to these ADS; any ADS meeting both
criteria (1) and (2) can be integrated with minimal modifications.

4 Design of ADSFuzzEval

We develop ADSFuzzEval to fairly evaluate ADS fuzz testing tools. The overall
process is illustrated in Figure 2.

First, ADSFuzzEval uses Docker to encapsulate both the ADS under test
and the fuzz testing methods, ensuring a consistent and isolated system en-
vironment. Specifically, ADSFuzzEval builds Docker images for the ADS and

16 Accessed in January 2025.
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Fig. 2: Overview of ADSFuzzEval

fuzzers and allocates identical computational resources, including CPU, mem-
ory and GPU (via Docker’s --cpus, --memory and --gpus options), to each
runtime container during evaluation. Additionally, Docker enables ADSFuzzE-
val to support parallelized evaluations, significantly improving the efficiency
of the testing process.

Next, ADSFuzzEval defines a structured data model for driving scenarios.
Based on this data model, ADSFuzzEval employs multiple strategy to generate
initial datasets of driving scenarios. Additionally, we modified the seed input
component of fuzzers to ensure they start exploration from the same set of
initial driving scenarios. The details of this process are described in Section 4.1.

Subsequently, the initial driving scenarios are loaded by the runtime con-
tainers of the fuzzers. The fuzzers generate offspring driving scenarios and send
them to the simulation environment to construct specific simulation scenarios.
Simultaneously, the ADS within the runtime container receives sensor infor-
mation from the simulation environment, performs perception and decision-
making, and sends control signals back to the simulation environment to con-
trol the behavior of the ego vehicle. During this process, violation detectors,
such as collisions and running red lights, are applied to the fuzzers to detect
violations in real time and generate reports. The details of this process are
described in Section 4.2.

Finally, the runtime container terminates once the termination conditions
are met. Once the container terminates, ADSFuzzEval analyzes and dedupli-
cates the violation reports to generate the empirical research results.

4.1 Initial Driving Scenarios Generation

Initial driving scenarios are crucial for evaluating the performance of fuzz
testing techniques. As discussed in Section 2.1, the initial driving scenarios for
autonomous vehicles can differ depending on the fuzz testing tool employed.
Furthermore, the composition of the initial driving scenarios significantly af-
fects the effectiveness and efficiency of fuzz testing methods.

Although various scenario specification methods can be used for generat-
ing high-quality initial driving scenarios compared to random-based strategies,
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they often suffer from compatibility issues with the existing fuzz testing tools.
This is because these fuzzers rely on their own ad-hoc data structures or dy-
namic runtime mechanisms (e.g., the traffic management in TM-Fuzzer) that
are conceptually misaligned with the pre-defined nature of formal specifica-
tions. This incompatibility makes them challenging to integrate, and forcing
adaptation would disrupt the workflow of the fuzzers, invalidating the fairness
of the empirical evaluation. Therefore, to ensure a fair and reliable compari-
son across different tools, it is imperative to establish a consistent set of initial
driving scenarios.

We begin by formalizing the driving scenarios as a data model, as illus-
trated in Figure 3, which covers all components used by existing fuzz testing
tools. This model consists of five key components: the configuration of the
ego vehicle (ev), NPC vehicles (NV ), pedestrians (PE), puddles (PU), and
weather conditions (wc). Accordingly, the driving scenario data model S is
defined as a tuple

S = (ev,NV, PE, PU,wc),

where the individual components are defined as follows.

– The ego vehicle (ev) is characterized by its vehicle model, start position,
and end position: ev = (evmodel, evstart, evend).

– Each NPC vehicle (nv ∈ NV ) is specified by its vehicle model, start posi-
tion, end position, and behavior, i.e., nv = (nvmodel, nvstart, nvend, nvbeh).

– Each pedestrian (pe ∈ PE) is defined by its pedestrian model, start posi-
tion, end position, and behavior, i.e., pe = (pemodel, pestart, peend, pebeh).

– Each puddle (pu ∈ PU) is described by its size, location, and friction
coefficient, i.e., pu = (pusize, puloc, pufc).

– The weather conditions (wc) are represented by various parameters, in-
cluding cloudiness and sun azimuth angle, i.e., wc = (wccloud, . . . , wcazi).

Start Point End Point

Start Point End Point Vehicle Behavior

...... ...... ......

Start Point End Point Pedestrian Behavior

...... ...... ......

Puddle Size Puddle Location Friction Coefficient

...... ...... ......

Cloudiness Precipitation Wetness

Wind IntensityFog Density Sun Azimuth Angle

Sun Altitude Angle

Configuration of the
ego vehicle

Configuration of NPC
Vehicles

Configuration of
Pedestrains

Configuration of
Puddle

Configuration of
Weather Conditions

Vehicle Model

Vehicle Model

......

Pedestrain Model

......

Fig. 3: Driving Scenario Data Model
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For each map M provided by the simulator, we generate a set of initial
driving scenarios SM = {S1, . . . , SN}, where N is the number of initial driving
scenarios to be generated. Each driving scenario Si ∈ S generated following
the below five-steps.

(1) Configuration of the Ego Vehicle. As shown in Table 1, random
strategies are a straightforward and widely used method for specifying the
driving task of the ego vehicle. In our study, we first obtain waypoints at 5-
meter intervals along each road of the map M . Two points are then randomly
selected as the starting position (evstart) and the ending position (evend) of
the ego vehicle. Furthermore, considering the distance between evstart and
evend, excessively short routes may not trigger significant edge behaviors for
the ego vehicle, while excessively long routes may reduce the efficiency and
delay the optimization of selection or mutation strategies employed by fuzzers.
To address this, we filter the driving task using two thresholds, taskmin and
taskmax, which restrict the distance between evstart and evend to a specific
range. This procedure, which is also employed by DriveFuzz and TM-Fuzzer
for initial driving scenario generation, uses taskmin = 100 and taskmax = 200
in this study. Subsequently, a vehicle model (evmodel) is randomly selected
from all available models provided by the simulator.

(2) Configuration of NPC Vehicles. The process for generating the con-
figuration of NPC vehicles in the initial driving scenario is outlined in Algo-
rithm 1. This process aims to generate a number of NNV NPC vehicle con-
figurations. As shwon in line 3, we random choice one of three strategies for
determining the driving task of the NPC vehicles: NearBy, Intersect, and Ran-
dom. (1) The NearBy strategy, used in DriveFuzz and TM-Fuzzer, constrains
the distance between the start points of the ego and NPC vehicles to encour-
age interaction between them. As shown in lines 6–8 of the algorithm, two
distinct waypoints are randomly selected from the map M , and the distance
between them is checked to ensure it satisfies the distance constraint. (2) The
Intersect strategy, employed in Doppel, filters out routes that intersect with
the ego vehicle’s route, increasing the potential for behavioral interactions. As
shown in lines 11–13, we check for intersections by constructing a directed
graph to represented the road structure of map M based on the waypoints
mentioned above. If there exist intersection, the NPC vehicle’s driving task
is added to the set NV . (3) The vanilla strategy is Random, which generates
driving tasks for NPC vehicles without any specific constraints. In this study,
we set NNV = 1, dismin = 5, and dismax = 40. Afterwards, a vehicle model
(nvmodel) is randomly selected, and the behavior of NPC vehicle (nvbeh) is
chosen randomly from the options “Autopilot”, “Linear” and “Immobile.”

(3) Configuration of Pedestrians. The process for generating pedestrian
configurations is similar to that for NPC vehicles; however, the Cross strategy
is disabled because pedestrians are confined to the sidewalks, while vehicles
travel in the center of the road, thus the pedestrian’s route does not intersect
with the ego vehicle’s path. The pedestrian model pemodel and behavior pebeh
are chosen randomly, similar to the approach used for NPC vehicles.
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Algorithm 1: Process of NPC Vehicle Configuration Generation of
Initial Driving Scenarios
Input: Road Map M , the number of NPC vehicles NNV, the thresholds dismin and

dismax

Output: The configuration of NPC vehicles NV
1 NV ← ∅
2 while |NV | < NNV do
3 steg ← RandomSteg([“NearBy”, “Intersect”, “Random”])
4 if steg == “NearBy” then
5 while True do
6 nvstart, nvend ← RandomWaypoints(M, 2)
7 if dismin ≤ Distance(nvstart, evstart) ≤ dismax then
8 break

9 if steg == “Intersect” then
10 while True do
11 nvstart, nvend ← RandomWaypoints(M, 2)
12 if isIntersect(nvstart, nvend, evstart, evend) then
13 break

14 if steg == “Random” then
15 nvstart, nvend ← RandomWaypoints(M, 2)

16 nvbeh ← RandomBehavior([“Autopilot”, “Linear”, “Immobile”])
17 nvmodel ← RandomVehicle()
18 NV ← NV ∪ {nv}
19 return NV

(4) Configuration of Puddles. The locations of puddles are randomly se-
lected from a set of predefined waypoints. Each puddle is assigned a friction
coefficient, which is uniformly distributed within the range of [0, thcoef]. Ad-
ditionally, the size of each puddle is randomly determined within the range
of [0, thsize] centimeters. In our study, we adopt the values thcoef = 10 and
thsize = 400, which are inherited from the DriveFuzz configuration.

(5) Configuration of Weather Conditions. For each adjustable weather
element, a value is randomly selected from a predefined range. For instance,
cloudiness, precipitation, wetness, fog density, and wind intensity are chosen
randomly within the range of 0 to 100. The sun’s altitude angle is selected
randomly from 0 to 360, while its azimuth angle is chosen from −90 to 90.

The generated initial driving scenarios are then passed to the fuzzers as
the first-generation driving scenarios for execution. Although fuzzers are ca-
pable of directly loading and deploying driving scenarios, there exist minor
discrepancies between our data model and the driving scenario structure sup-
ported by the fuzzers. For instance, Figure 4 illustrates an example of an
initial driving scenario file supported by DriveFuzz, which includes the map
and the driving task of the ego vehicle. However, relying solely on this file
is insufficient to reproduce a concrete scenario, as it lacks the configuration
of traffic participants necessary to simulate a complete traffic flow. To ensure
that the fuzzers explore the scenario space from the same starting point, we
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adapted the initial driving scenario input component of the fuzzers to align
with our data model. The modified versions of the fuzzers are available in our
repository, with further details provided in Section 7.

1 "seed":{
2 "map":"Town01",

3 "sp_x":195.00482177734375,

4 "sp_y":195.27003479003906,

5 "sp_z":0.29999998211860657,

6 "pitch":0.0,

7 "yaw":179.999755859375,

8 "roll":0.0,

9 "wp_x":210.86700439453125,

10 "wp_y":199.44183349609375,

11 "wp_z":0.29999998211860657,

12 "wp_yaw":6.103515261202119e-05

13 }

Fig. 4: Example of DriveFuzz Initial Driving Scenario File

4.2 Violation Detectors

Detecting violations is the core objective of ADS fuzz testing. As shown in
Table 2, we summarize the violation categories supported by existing fuzz
testing methods and group them into three primary types, including six specific
violation detectors. Although fuzzers can detect the same type of violations,
the criteria or oracles for judgment differ. To address this issue, we refer to
the implementation of existing fuzzers and design six violation detectors. They
are implemented as individual components and embedded into each fuzzer
without modifying the original code. When the fuzzer terminates, the violation
reports R are generated and stored in the output file, each r ∈ R contains the
timestamp, coordinates of the ego vehicle, and additional information.

Collision. As mentioned in Section 2.2, collisions can conveniently be de-
tected by CARLA’s built-in sensors. Specifically, ADSFuzzEval deploys the
"sensor.other.collision" sensor on the ego vehicle. When the vehicle col-
lides with objects, ADSFuzzEval receives a collision event and records its
timestamp, the collision coordinates and the collided object.

Speeding. Speeding is defined as the ego vehicle exceeding the speed limit l
km/h on a road and failing to adjust its speed p to below l within T seconds,
as shown in the following equation:

Speeding(T, δ) = I{p(t0)>l ∧ p(t0+T )>l+δ} (1)

where I(·) is an indicator function that returns true if the condition is met, and
false otherwise. DriveFuzz and ScenarioFuzz use parameters (T = 3, δ = 0),
while TM-Fuzzer considers a more lenient criterion (T = 3, δ = 2). In our
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designed speeding detector, it is configured for strict checking with (T = 3, δ =
0). Upon detecting a violation, it records the timestamp, current coordinates,
vehicle speed, and the corresponding speed limit.

Lane Invasion. Similar to the collision detection, ADSFuzzEval deploys the
CARLA built-in sensor "sensor.other.lane invasion" to the ego vehicle.
When the vehicle crosses lane markings that do not allow turning, ADSFuzzE-
val receives an event and records its timestamp, the coordinates, and the type
of the lane.

Running Red Lights. The detection of a red light violation is typically
based on two types of oracles. Given that the traffic light is red, a vehicle
is considered to have run the red light if either of the following conditions
is met: (1) All of the vehicle’s speed measurements (pi) remain greater than
a small constant r while it is in the traffic light zone, or (2) The rear end
of the vehicle has crossed the stop line. The former oracle is implemented in
DriveFuzz, TM-Fuzzer, and ScenarioFuzz, while the latter was designed by
the CARLA Leaderboard and is enabled in AutoFuzz. ADSFuzzEval enables
both of these oracles, and a violation is flagged if either condition is met, as
represented by the equation:

RunRedLight(r) = I{∀pi∈Z,pi≥r} ∨ I{check(erear,stop line)} (2)

where Z denotes the vehicle speeds in the traffic light zone, erear and stop line
are the coordinates of the rear end of the ego vehicle and the stop line, check(·)
is a function that determines whether erear has crossed the stop line. In our
implementation, the parameter is set to r = 0.1 km/h. Upon detecting a
violation, it records the timestamp, coordinates of the ego vehicle, and the
index of the traffic light.

Fail to Reach the Destination. This violation occurs when the ADS route
planner has no further routes available, and the ego vehicle is still more than a
specified distance D from its destination, as shown in the following equation:

FailToReach(D) = I{planner=∅∧dist(eloc,dest)>D} (3)

where dist(·) is a function that calculates Euclidean distance. In our detector,
the parameter is set to D = 10 meters. Upon detecting a violation, ADS-
FuzzEval records the timestamp and the coordinates of the ego vehicle.

Stuck. This is defined as the speed of the ego vehicle being less than pstuck
km/h for a period of T seconds. This condition can be formulated as:

Stuck(pstuck, T ) = I{∀ti∈[t0−T,t0], p(ti)<pstuck} (4)

In our implementation, the parameters are set as pstuck = 1, T = 60. If this
condition is met, ADSFuzzEval records the event as a stuck violation, along
with the timestamp and the vehicle’s coordinates.
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5 Evaluation

We conduct a comprehensive evaluation of five well-know fuzzers (i.e., AV-
Fuzzer, DriveFuzz, SAMOTA, TM-Fuzzer and ScenarioFuzz) and three widely-
adopted autonomous driving systems (i.e., InterFuser, LMDrive and Auto-
ware). For fair comparisons, we generate 2× 2 = 4 distinct initial driving sce-
nario datasets for two maps provided by CARLA (i.e., Town01 and Town05),
each with 100 driving scenarios. The testing time for each fuzzer is set to 10
hours, and the maximum simulation time for individual driving scenarios is
set to 10 minutes.

The evaluation was conducted for approximately 500 hours on two servers.
The first server, equipped with an Intel i7-12700 CPU, 64GB of RAM, and an
NVIDIA RTX 4080 GPU, was used for the InterFuser and Autoware experi-
ments. The second server, featuring an Intel i9-14900K CPU, 64GB of RAM,
and an NVIDIA RTX 4090 GPU, ran the LMDrive experiments.

For InterFuser and LMDrive, experiments were performed across all four
datasets with all six violation detectors (described in §4.2) enabled. For Au-
toware, however, the evaluation scale was limited due to two known issues.
First, the OpenStreetMap file for Town05 has an improperly configured road
network, which can prevent Autoware from changing lanes or finding a valid
route (Autoware, 2024). Second, its traffic light module has compatibility
issues with CARLA, leading to instability when testing for red light viola-
tions (Bridge, 2025). Therefore, Autoware was tested on the single map of
Town01, with the red light violation detector disabled.

We aim to address the following research questions:

RQ1 Do different initial driving scenarios result in significant differences in
detecting violations?

RQ2 How do different fuzzers perform across various ADS in terms of their
violation detection capabilities based on three evaluation metrics?

In RQ1, we investigates whether the initial driving scenarios have an im-
pact on the performance of fuzzers for detecting violations, which is a widely
established conclusion in structured software fuzz testing (Cheng et al., 2019,
Herrera et al., 2021, Xu et al., 2024). In RQ2, we are interested in comparing
the performance of the five fuzzers across three metrics.

5.1 Evaluation Metrics

We select the number of unique violations, map waypoint coverage and code
coverage as the evaluation metrics to measure performance.
Number of Unique Violations (UVs). It refers to the number of violations
reported by detectors on ADS after deduplication. Specifically, as described
in Section 4.2, ADSFuzzEval will output violation reports R after the fuzzer
terminates. Then, for each report r1 ∈ R, if there exists another report r2 ∈ R
such that the violation type of r1 is identical to that of r2, and the Euclidean
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distance between the coordinates of the events in r1 and r2 is less than a
threshold thd, and the time difference between their timestamps is less than a
threshold tht, then r1 is considered a duplicate of r2. Otherwise, r1 is classified
as an unique violation. In our evaluation, we set thd = 30 meters and tht =
10 seconds to account for spatial and temporal proximity that may indicate
duplicate violations.

Map Waypoint Coverage. Prior research in software testing has estab-
lished that improving output diversity can enhance a fuzzer’s fault-revealing
ability (Akbarova et al., 2025). In the context of ADS testing, the diversity
of output can be represented by the variety of road networks and map areas
the ego vehicle navigates. Therefore, we introduce map waypoint coverage as
a metric to quantify the diversity of scenarios generated by the fuzzer. Specif-
ically, this metric quantifies the extent to which the ego vehicle has traversed
the map by measuring the ratio of visited waypoints to the total number of
waypoints in the map. We discretize the map by placing a waypoint every 5
meters along the roads, thereby obtaining the set of map waypoints M . For
each coordinate of the ego vehicle trajectory, we map it to the nearest way-
point in M , and mark that waypoint as visited. The map waypoint coverage
is then calculated as the ratio of the number of visited waypoints to the total
number of waypoints in M .

Code Coverage. This metric measures the extent to which the ADS source
code is executed during testing. It is calculated as the ratio of executed code
lines to the total number of executable lines in the system. We implement
this metric using coveragepy,17 a widely-used open-source tool for Python
code coverage. For C/C++ files, we use GCOV, a tool from the GNU Compiler
Collection toolchain designed to instrument source files and collect coverage
data. Our analysis targets the Python files in InterFuser and LMDrive, and the
C/C++ files in Autoware’s implementation. A higher code coverage indicates
a more thorough exploration of the ADS’s functionality, thereby enhancing
confidence in the testing process.

5.2 Statistics of Initial Driving Scenario Datasets

For each selected map in M = {Town01,Town05}, we generate two datasets,
i.e., Index1 and Index2. Each dataset contains 100 driving scenarios created
using our proposed scenario generation strategies with different random seeds.
To validate the diversity and representativeness of these four datasets, we
conduct a statistical analysis of the distribution of fundamental properties,
including driving routes, weather conditions and initial traffic density.

Scenario and Route Properties. Table 4 presents the core statistics of
the generated scenarios, including the driving distances of the ego vehicle, the
map waypoint coverage of the ego vehicle’s route, and the number of route
crossings between the ego vehicle and NPC vehicles. The ego vehicle driving

17 coveragepy, https://github.com/nedbat/coveragepy
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distances vary significantly within and across datasets, ranging from 85.00 m
to 1,437.25 m, which ensures a mix of both short and long-duration tests. The
routes achieve considerable map coverage, up to 68.32% in Town01 and 49.19%
in Town05. While the overall road network coverage is not exhaustive, a deeper
analysis of critical road networks reveal that all 12 T-junctions in Town01,
as well as all 9 T-junctions and 13 cross-junctions in Town05, are included
in the route plans of each dataset. This demonstrates that the scenarios are
representative as they cover all key road networks (i.e., junctions) within the
maps. Furthermore, the number of route intersections between the ego and
NPC vehicles, which indicates the potential for interactions, is substantial,
with an average of 54 in Town01 and 43.5 in Town05.

Table 4: Statistical Summary of Initial Driving Scenario Datasets

Initial Driving Scenario Dataset
Driving Distances

Map Waypoint Coverage Num of Route Intersection
min max avg

Town01
Index 1 85.00 1404.78 515.45 66.73% 42
Index 2 96.66 1437.25 539.76 68.32% 66

Town05
Index 1 122.29 1365.50 404.85 46.11% 52
Index 2 128.88 1249.91 361.00 49.19% 35

Weather Conditions. Figure 5 illustrates the distribution of weather
conditions across the scenario datasets. The weather presets from CARLA18

are grouped into three timezones (Noon, Sunset, Night) and three conditions
(Clear, Cloudy, Rainy). The results show a relatively even distribution across
the three timezones, ensuring that the system is tested at different times of
the day. Notably, rainy conditions occur more frequently than clear or cloudy
ones in the generated datasets. Since adverse weather reduces visibility and
poses greater challenges to the perception and planning modules, this resulting
distribution facilitates a more rigorous evaluation of an ADS’ robustness.

Initial Traffic Density. To characterize the traffic environment, we an-
alyze the initial spawning distances between the ego and NPC vehicles. As
detailed in Table 5, the distances span a wide range from 5.00m to 497.20m.
This range ensures the inclusion of diverse driving contexts, from immedi-
ate close-quarters interactions (e.g., car-following) to scenarios involving dis-
tant oncoming vehicles. The overall average inter-vehicle distances (121.05m
in Town01 and 98.04m in Town05) fall well within the typical less than 200m
perception range of on-board sensors (Dai et al., 2022), ensuring that sur-
rounding vehicles are consistently detectable. Furthermore, we quantify the
frequency of close-proximity interactions by counting the instances where an
NPC spawned within 40m of the ego vehicle. This resulted in a total of 49
to 54 instances in the Town01 datasets and 54 to 57 instances in the Town05
datasets. This high frequency of close-proximity encounters is crucial for es-
tablishing a challenging test scenario, enabling a more thorough and realistic
evaluation of the ADS.

18 Weather Presets, https://carla.readthedocs.io/en/stable/carla_settings/
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Fig. 5: Distribution of Weather Conditions in Initial Driving Scenario Datasets

Table 5: Statistical Summary of Initial Spawning Distances Between Ego and
NPC Vehicles

Initial Driving Scenario Dataset
Inter-Vehicle Distance (m)

Count of NPCs (< 40m)
Min Max Avg

Town01
Index 1 5.84 410.72 123.73 49
Index 2 5.00 497.20 118.36 54

Town05
Index 1 5.00 354.75 101.93 54
Index 2 5.00 365.78 94.15 57

5.3 RQ1

Tables 6, 7, and 8 present the number of unique violations detected by each
fuzzer after 10 hours of testing on various initial driving scenarios, using In-
terFuser, LMDrive, and Autoware as the respective ADS under test. Boldface
values indicate the highest number of violations for a given dataset. In this
RQ, we aim to investigate whether and how a fuzzer’s detection capability is
influenced by the initial driving scenario. We analyze this performance vari-
ability from two perspectives: first, by comparing a single fuzzer’s performance
across datasets on different simulation maps, and second, by evaluating the
performance on the same map when initiated with different datasets.

(1) Performance Variability Between Different Simulation Maps

Our first finding is that a fuzzer’s effectiveness can change dramatically
when tested in different simulation maps.

When testing InterFuser (Table 6), this variability is particularly pro-
nounced. For instance, TM-Fuzzer’s performance shows a strong dependency
on the map: its average detected unique violations in Town05 (116) is 115%
higher than in Town01 (54). A similar trend is observed for AV-Fuzzer, whose
performance increases from an average of 34 UVs in Town01 to 63 in Town05.
Conversely, ScenarioFuzz’s effectiveness slightly decreases from Town01 (81)
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Table 6: Number of Unique Violations per Fuzzer Across Initial Driving Sce-
narios with InterFuser as ADS Under Test

Initial Driving Scenario Dataset AV-Fuzzer DriveFuzz SAMOTA TM-Fuzzer ScenarioFuzz

Town01
Index 1 36 69 26 54 84
Index 2 32 57 28 54 78

Average UVs 34 63 27 54 81

Town05
Index 1 62 62 25 113 70
Index 2 64 64 28 119 61

Average UVs 63 63 26.5 116 65.5

Overall Average UVs 48.5 63 26.75 85 73.25

Table 7: Number of Unique Violations per Fuzzer Across Initial Driving Sce-
narios with LMDrive as ADS Under Test

Initial Driving Scenario Dataset AV-Fuzzer DriveFuzz SAMOTA TM-Fuzzer ScenarioFuzz

Town01
Index 1 54 48 46 40 59
Index 2 50 57 32 52 63

Average UVs 52 52.5 39 46 61

Town05
Index 1 44 56 10 67 61
Index 2 49 59 50 57 68

Average UVs 46.5 57.5 30 62 64.5

Overall Average UVs 49.25 55 34.5 54 62.75

Table 8: Number of Unique Violations per Fuzzer Across Initial Driving Sce-
narios with Autoware as ADS Under Test

Initial Driving Scenario Dataset AV-Fuzzer DriveFuzz SAMOTA TM-Fuzzer ScenarioFuzz

Town01
Index 1 18 20 20 36 35
Index 2 23 26 15 30 37

Average UVs 20.5 23 17.5 33 36

to Town05 (65.5). In stark contrast, some fuzzers like DriveFuzz exhibit stabil-
ity, maintaining an average of 63 UVs across both towns. This demonstrates
that different fuzzers possess varying degrees of sensitivity to the initial sce-
nario. Such performance fluctuations may even lead to inconsistent conclusions
in the literature. For example, while our results in Town05 show TM-Fuzzer
outperforming DriveFuzz, aligning with its reported dominance, the results
in Town01 contradict the claim in the TM-Fuzzer paper (Lin et al., 2024).
This underscores how conclusions drawn from a single simulation map can be
misleading.

This phenomenon is not confined to a single ADS. The results with LM-
Drive (Table 7) reinforce the trend: TM-Fuzzer’s violation detection increases
from an average of 46 UVs in Town01 to 62 in Town05, while SAMOTA exhibit
the opposite behavior, declining from 39 UVs to 30.

(2) Performance Variability Within the Same Simulation Map

Furthermore, the performance variability is not limited to comparisons
between different simulation maps; it also manifests across different initial
datasets within the same map.
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The most striking example is SAMOTA’s performance when testing LM-
Drive in Town05 (Table 7). It detected only 10 UVs in the first dataset but
surged to 50 UVs in the second, based solely on the initial scenarios. The sen-
sitivity to initial conditions is consistent with SAMOTA’s design. The fuzzer
utilizes a search algorithm, combining global and local exploration, to identify
optimal solutions that violate safety requirements. Such search-based strate-
gies are often highly dependent on their starting point.

This within-map instability impact not only the absolute metric values but
also their relative standing, at times even inverting the performance rankings.
An inversion can be seen when testing InterFuser in Town05 (Table 6), where
the performance ranking between ScenarioFuzz and DriveFuzz flips. In dataset
Index1, ScenarioFuzz (70 UVs) outperforms DriveFuzz (62 UVs). However, in
dataset Index2, DriveFuzz detected 64 UVs, while the performance of Sce-
narioFuzz decreased to 61 UVs. A similar inversion occurs in our tests with
Autoware in Town01 (Table 8). In this case, the ranking between TM-Fuzzer
and ScenarioFuzz reverses. In dataset Index1, TM-Fuzzer was the top per-
former with 36 UVs, slightly ahead of ScenarioFuzz’s 35. However, in dataset
Index2 from the same map, their positions switch: ScenarioFuzz leads with 39
UVs, while TM-Fuzzer’s count falls to 30. This variability in ScenarioFuzz’s
performance might stem from its optimization strategy, which leverages graph
neural networks and can be sensitive to the initial conditions of scenarios.

In our experimental settings, as all datasets are created using identical
generation strategies and the distribution of fundamental properties of these
scenarios is consistent (cf. §5.2), we assume that there is no single scenario as-
pect that universally impacts all fuzzers. Instead, the performance of a fuzzer
is influenced by the compatibility of its strategy with the specific driving sce-
narios it encountered. Based on the observations, we summarize two factors
that may introduce this variability:

(1) Map topology and road complexity. The mutation strategies of some
fuzzers are more effective on certain map topologies, such as multi-lane roads,
which causes their performance to vary across different maps. For example,
TM-Fuzzer employs a traffic management system to generate diverse traffic
flows. It dynamically searches for valid points near the ego vehicle to spawn
NPC vehicles and configure their maneuvers. On a map with multi-lane roads
like Town05, TM-Fuzzer can better exploit its strategy compared to a simpler,
single-lane map like Town01. This allows TM-Fuzzer to effectively generate
complex driving scenarios, such as lane-changing and overtaking maneuvers,
which are more likely to trigger violations. Consequently, as shown in Table 6
and 7, TM-Fuzzer detects more unique violations in Town05 than in Town01.
(2) Initial datasets distribution. Fuzzers that rely on search-based strategies or
machine learning models are sensitive to the distribution of the initial datasets.
Specifically, the effectiveness of SAMOTA’s multi-objective search algorithm
and ScenarioFuzz’s graph neural network is highly dependent on the starting
points and features provided by the initial driving scenarios.
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This performance variability underscores the necessity of evaluating fuzzers
across multiple simulation maps and datasets to obtain an accurate assessment
of their capabilities. A fuzzer that excels in one context may not perform as
well in another, and vice versa. Therefore, a robust evaluation requires not
only multiple simulation maps but also multiple test runs on different datasets
within each map to ensure a comprehensive comparison.

Finding:

The initial driving scenarios have a substantial influence on a fuzzer’s per-
formance. To mitigate potential evaluation biases, it is recommended to
configure initial driving scenarios across different simulation maps and use
multiple datasets within each map. A comprehensive assessment should
rely on averaged metrics from these tests.

5.4 RQ2

In RQ2, we investigate fuzzer performance through three metrics: (1) number
of unique violations, (2) map waypoint coverage and (3) code coverage. Build-
ing on RQ1 findings, we sample experimental results at 0.5-hour intervals and
average the metrics across different initial driving scenarios.

5.4.1 Number of Unique Violations Metric

Figure 6, 7 and 8 illustrates the average number of unique violations detected
across fuzzers when testing InterFuser, LMDrive and Autoware, directly re-
flecting their violation discovery capabilities. Note that none of the fuzzers
detect speeding violations, therefore it is omitted in figures.

InterFuser. As shown in Figure 6, TM-Fuzzer achieves superior violation
detection throughout the 10-hour fuzz testing against InterFuser. Specifically,
with InterFuser as the target ADS at the 5-hour mark, ScenarioFuzz identi-
fied 61 UVs, surpassing TM-Fuzzer (58.5), DriveFuzz (36.25), AV-Fuzzer (30)
and SAMOTA (20.75). By the 10-hour mark, however, TM-Fuzzer overtook
ScenarioFuzz, and this performance ranking stabilized. The final results are
documented in the bottom row of Table 6, that is TM-Fuzzer (85), Scenario-
Fuzz (73.25), DriveFuzz (63), AV-Fuzzer (48.5) and SAMOTA (26.75).

LMDrive. As shown in Figure 7, fuzzers’ performance different from Inter-
Fuser. Specifically, ScenarioFuzz outperformance TM-Fuzzer and DriveFuzz,
detected 47.25 UVs at the first 5-hour interval, followed by TM-Fuzzer (39),
DriveFuzz (38.25), AV-Fuzzer (35.75) and SAMOTA (25.75), and the perfor-
mance ranking was stabled afterwards. The conclusive 10-hour results for this
experiment appear in the rightmost column of Table 7, that is ScenarioFuzz
(62.75), DriveFuzz (55), TM-Fuzzer (54), AV-Fuzzer (49.25) and SAMOTA
(34.5).

Autoware. As shown in Figure 8, the violations discovered by all fuzzers
are decreases, because of the performance of Autoware is more stable than
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Fig. 6: Fuzzer Performance Comparison based on Unique Violations Metric
(InterFuser)
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Fig. 7: Fuzzer Performance Comparison based on Unique Violations Metric
(LMDrive)

InterFuser and LMDrive. Specifically, ScenarioFuzz detected 36 UVs average
two datasets in Town01, and second is TM-Fuzzer (33), following DriveFuzz
(23), AV-Fuzzer (20.5) and SAMOTA (17.5).

The distribution of violation types shows that lane invasion is the most
prevalent category for all three ADS under test. To understand this further,
we performed a detailed location-based analysis of lane invasion events using
InterFuser as a representative case. We categorized these events into three road
types: straight roads, T-junctions, and cross-junctions. The results, presented
in Table 9, indicate that lane invasions occur more frequently at junctions
than on straight roads. A typical lane invasion at a junction happens when
the ego vehicle turns with an insufficient steering angle, causing it to enter the
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Fig. 8: Fuzzer Performance Comparison based on Unique Violations Metric
(Autoware)

oncoming lane or strike the curb. Overall, the more complex cross-junctions,
with a greater number of entrances, resulted in more lane invasions than T-
junctions. In contrast, lane invasions on straight roads are mainly caused by
the ego vehicle’s control instability while exiting a turn, as it needs time to
stabilize its steering and may consequently cross lane markings.

Table 9: Location Statistics for Lane Invasion Violations

Map Location AV-Fuzzer DriveFuzz SAMOTA TM-Fuzzer ScenarioFuzz Total

Town01
Stright 22 20 13 15 34 104

T-junction 23 55 15 2 45 140
Cross-junction 0 0 0 0 0 0

Town05
Stright 26 25 4 11 37 103

T-junction 8 30 18 17 14 87
Cross-junction 57 46 16 103 33 255

Overall 136 176 66 148 163 689

DriveFuzz detected the most lane invasion violations compared to the other
fuzzers. We attribute this to its scenario selection strategy. Although DriveFuzz
evaluates the potential risk of a scenario based on fitness function, it bypasses
this risk assessment to directly select a scenario for mutation if a violation like
a lane invasion is detected. While this approach is effective at rapidly triggering
violations, it allocates excessive resources to repeatedly finding such similar
events, hindering the exploration of more severe violations in other scenarios.
Furthermore, because DriveFuzz only mutates the routes and behaviors of
NPC vehicles and the weather conditions, without altering the ego vehicle’s
route, it may struggle to deeply mine other serious violations from the already-
identified violation scenarios.
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To illustrate this limitation, we quantified the co-occurrence of collisions
within the lane invasion scenarios. Although DriveFuzz identified 176 lane in-
vasions, only 10 of these scenarios escalated into a collision. In stark contrast,
ScenarioFuzz and TM-Fuzzer triggered collisions in 29 of 163 and 148 lane in-
vasion scenarios, respectively. This highlights the strategies advantages of the
other fuzzers. Specifically, ScenarioFuzz achieves a better balance by mutating
not only NPC behavior and weather but also the ego vehicle’s route, using
a graph neural network and sampling to ensure sufficient scenario variation.
TM-Fuzzer, on the other hand, employs the NSGA-II genetic algorithm for a
multi-objective search, optimizing for factors including the number of viola-
tions, minimal distance between vehicles, and the cluster distance to effectively
uncover more severe situations.

The above analysis indicates that while DriveFuzz excels at discovering
lane invasion violations, it lacks the capability for in-depth exploration of
violation scenarios. Future work could focus on optimizing scenario selection
and mutation strategies to more effectively uncover severe risks within already-
identified violation scenarios.

Moreover, our analysis identified multiple violations that were not caused
by the ADS-controlled ego vehicle but by other traffic participants. As il-
lustrated in Figure 9, a collision occurred when the LMDrive-controlled ego
vehicle legally traversed an intersection while a red car violated traffic signals
by crossing from left to right. Although categorized as a collision violation,
culpability analysis reveals that the red sedan’s traffic rule violation was the
root cause, rendering this event a false-positive.

(a) Awaiting Green Light (b) Entering Intersection (c) Collision Occurrence

Fig. 9: Collision Case Study: Non-Culpable Ego Vehicle in Right-Turn Scenario

Such false-positive events happen when fuzzers create extreme scenarios
without considering the dynamic characteristics of the ego vehicle, such as
its speed or orientation. These scenarios can leave the ego vehicle with little
chance to adjust its control, leading to unmanageable situations and accidents
for which it is not responsible (Li et al., 2025). To mitigate this, Huai et
al. (Huai et al., 2023b) proposed a validated framework that deploys ADS
on all vehicles to ensure collisions are exclusively triggered by ADS-controlled
agents. However, in our empirical studies, we found it non-trivial to modify
each fuzzer’s implementation to apply this framework.
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To quantify the prevalence of false positives from existing oracles and de-
tectors, we randomly sampled 100 violation scenarios detected by TM-Fuzzer
in InterFuser. Then, we manually checked whether the violation was caused by
the ego vehicle. The results, shown in Table 10, reveal an overall false positive
rate of 13%. Collision violations had the highest false positive rate at 35.29%,
particularly in scenarios involving rear-end and lane-change collisions. We also
found one false positive among the stuck violations. In contrast, violations of
running red lights and failing to reach the destination were all true positives.
This was expected, as the two running red light oracles we enabled use en-
vironmental context (such as traffic light status, vehicle speed, and location)
to assist in detection. Moreover, the fail to reach destination oracle is rela-
tively straightforward. Consequently, their precision is higher than that of the
collision and stuck detectors.

Table 10: Manually Annotated Sampling 100 Violation Scenarios

Violation Type # Violation Scenario # True Case # False Case

Lane Invasion 44 44 0
Collision 34 22 12
Stuck 17 16 1
Running Red Lights 4 4 0
Fail to Reach Destination 1 1 0

Total 100 87 13

Figure 10 illustrates a false positive of stuck violation. In this scenario, the
ego vehicle is queuing properly, but an NPC vehicle is stopped illegally on its
route, causing the ego vehicle to get stuck. This prolonged stop is the fault of
neither the ego vehicle nor the ADS under test; rather, it is the result of a traffic
rule violation by the NPC vehicle. This external factor is not considered by the
current stuck violation detector. Although the ego vehicle is not culpable, the
detector still incorrectly flags the incident as a violation, making this report a
false positive.

Moreover, although the lane invasions detected by the CARLA built-in
sensors are all true actions by the ego vehicle, we find that some of these
actions may not be serious enough to trigger traffic accidents. We provide two
scenarios in Figure 11. In scenario 1, the white ego vehicle slightly crosses the
road line and returns to its lane quickly; the duration of this lane invasion is
not long enough to cause an accident or impact other traffic participants. In
scenario 2, the white ego vehicle invades the opposite lane and collides with the
red NPC vehicle, resulting in a serious traffic accident. However, the current
lane invasion detector cannot distinguish between these two scenarios and
will report both as violations. This not only increases the manual validation
workload but also fails to prioritize genuinely dangerous events like the one in
Scenario 2.
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Fig. 10: Stuck Case Study: Non-Culpable Ego Vehicle in a Queuing Scenario

(a) Scenario 1: the white ego vehicle slightly cross the road line and back to its road quickly.

(b) Scenario 2: the white ego vehicle invasion opposite road and collided with the red NPC
vehicle.

Fig. 11: Comparison of Two Lane Invasion Violations

To address this challenge, we improve the collision, lane invasion and stuck
violation detectors by incorporating event and environmental context infor-
mation, including the area of impact, collision speed, duration of lane invasion
and the action of nearby vehicles. This enhancement aims to reduce false posi-
tives by attributing responsibility more accurately. Specifically, we design three
heuristic filtering strategies to reduce false positives, as follows:

For Collision, after a collision event occurs, we check the area of the
impact on the ego vehicle. If the impact is on the front, we consider the ego
vehicle to be responsible. If the impact is on the rear, the ego vehicle is not
considered at fault. If the impact is on the left or right side, we then check
the ego vehicle’s speed. If its speed was zero, we assume it braked properly to
avoid the collision, and thus it is not at fault. Otherwise, the ADS may have
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failed to recognize the risk and respond correctly, so it is held responsible for
the collision.

For Lane Invasion, after a lane invasion event occurs, we start a timer
to record its duration. If the ego vehicle returns to its proper lane within five
seconds, we consider the invasion minor and do not report it as a violation.
Otherwise, the event is classified as a prolonged invasion and is marked as a
violation.

For Stuck, we check for other traffic participants within a 10-meter radius
in the semi-circle in front of the ego vehicle. We consider the ego vehicle to
be justifiably stopped (i.e., not a violation) if we find other participants in
this area that are also moving at speeds below pstuck (cf. Equation (4)). In all
other cases, the event is recorded as a stuck violation.

To evaluate the effectiveness of our improved detectors, we conducted a new
10-hour experiment using TM-Fuzzer with InterFuser in Town01. In this new
simulation, the baseline detectors reported a total of 36 potential violations:
17 for Collision, 14 for Lane Invasion, and 5 for Stuck. Our evaluation focused
on these 36 specific events to measure the reduction in false positives. After
applying our filtering strategies, the number of reported violations was reduced
to 16. This final count includes 10 for Collision, 2 for Lane Invasion, and 4 for
Stuck. The results are summarized in Table 11.

Table 11: Comparison of False Positives between Baseline and Improved De-
tectors

Violation Type
Baseline Detectors Improved Detectors

# Reported # False Case FP Rate (%) # Reported # False Case FP Rate (%)

Collision 17 9 52.94% 10 2 20.00%
Lane Invasion 14 12 85.71% 2 0 0.00%
Stuck 5 1 20.00% 4 0 0.00%

Total 36 22 61.11% 16 2 12.50%

We then manually annotated each of these 36 events to establish a ground
truth, identifying which were true violations caused by the ego vehicle versus
false positives. This analysis revealed that out of the 36 events reported by
the baseline detector, only 14 were true positives, with the remaining 22 being
false positives, resulting in a high false-positive rate of 61.11%. In contrast, our
improved detector reported 16 violations, of which only 2 were false positives,
lowering the false-positive rate to just 12.50%. Overall, our context-aware fil-
ters successfully removed 20 non-culpable scenarios, reducing the number of
alerts requiring manual inspection by 55.6%.

Specifically, our enhancements completely eliminated false positives for
lane invasion and stuck violations. While the collision detector’s FP rate was
also significantly reduced from 52.94% to 20.00%, two complex false positive
scenarios remained. In both cases, a vehicle generated by TM-Fuzzer immedi-
ately makes an illegal turn, violating traffic rules. Properly attributing fault
in these edge cases requires a deeper analysis of traffic context and participant
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behavior, which we leave for future work. (These scenarios are available to
review in our supplementary repository.)

Finding:

Number of Unique Violations: The five fuzzers maintain consistent
violation detection performance across multiple driving scenarios. How-
ever, the scenario selection and mutation strategies of current fuzzers fail
to deeply mine already-identified violation scenarios in order to discover
potential risks. Additionally, the current violation detectors exhibit false
positives, which necessitates more context-aware detectors for a precise
evaluation.

5.4.2 Map Waypoint Coverage Metrics

Map waypoint coverage quantifies road network utilization efficiency in driv-
ing scenarios generated by fuzzers. Table 12 showcases comparative coverage
across fuzzers, where each row represents the average map waypoint cover-
age that five fuzzers conducted in two initial driving scenario datasets, with
InterFuser, LMDrive and Autoware as the ADS under test. Note that map
waypoint coverage is calculated as the ratio of the number of waypoints cov-
ered by the ego vehicle to the total number of waypoints on the map. This
value may be lower than the coverage calculated for the planned route (shown
in Table 4) because a fuzzer might terminate scenario execution early. Con-
versely, it may be higher because a fuzzer can randomly modify the route’s
start or end points.

Table 12: Statistical of Map Waypoint Coverage

Map ADS AV-Fuzzer DriveFuzz SAMOTA TM-Fuzzer ScenarioFuzz

Town01
InterFuser 69.05% 73.33% 12.84% 96.85% 94.73%
LMDrive 26.72% 66.04% 20.52% 45.23% 62.89%
Autoware 50.89% 90.94% 69.54% 91.81% 97.10%

Town05
InterFuser 21.14% 19.69% 2.94% 47.39% 36.35%
LMDrive 20.28% 14.86% 20.42% 24.08% 29.03%

Generally, all fuzzers achieve higher map waypoint coverage in Town01
than in Town05, owing to Town01’s simpler road network and smaller map size.
Combining map waypoint coverage metric with the number of unique viola-
tions, it can be seen that higher map waypoint coverage implies the probability
to discover more unique violations, for example, the overall map waypoint cov-
erage for TM-Fuzzer with InterFuser as ADS under test in both Town01 and
Town05 is 72.12%, which is the highest coverage compare to others fuzzers,
and also, it found the most number of unique violations. This is resonable be-
cause higher map waypoint coverage means more road segments are traversed,
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which increases the likelihood of encountering edge cases and complex scenar-
ios that can trigger violations. Meanwhile, the unique mechanisms filter out
similar violations, and encourage fuzzers to discovery diversity of violations,
make the positive feedback loop between map waypoint coverage and unique
violations.

To visually demonstrate coverage differences, we collected and visualized
ego vehicle trajectories in Town05 during InterFuser testing, as shwon in Fig-
ure 12. TM-Fuzzer covered more highway segments than DriveFuzz and AV-
Fuzzer, which enabled triggering more lane-changing behaviors and high-speed
scenarios. These edge-case scenarios provide more comprehensive testing of
ADS capabilities, indicating that higher map coverage not only reflects test-
ing thoroughness but also increases violation exposure likelihood.

(a) Reference Map (b) TM-Fuzzer Coverage (c) ScenarioFuzz Coverage

(d) DriveFuzz Coverage (e) AV-Fuzzer Coverage (f) SAMOTA Coverage

Fig. 12: Trajectory Visualizations of Different Fuzzers in Town05 (InterFuser
as the tested ADS)

Finding:

Map Waypoint Coverage: The map waypoint coverage metric could
reflect the road structure covered by fuzzers during simulation testing, and
this metric is a complementary indicator to the number of unique violations
to evaluate the performance of fuzz testing methods.

5.4.3 Code Coverage Metrics

Code coverage serves as the third evaluation metric, as shown in Figure 13. The
figure plots code coverage percentage over fuzzing time. Each line represents
the performance of a single fuzzer, averaged across multiple independent runs.
Specifically, the results for InterFuser and LMDrive are averaged across four
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runs (2 Towns × 2 seeds), while the results for Autoware are averaged across
two runs (1 Town × 2 seeds).
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Fig. 13: Average Code Coverage in InterFuser, LMDrive, and Autoware

Based on their architecture, ADS can be categorized into end-to-end sys-
tems (including InterFuser and LMDrive) and multi-module systems (Auto-
ware). For end-to-end ADS, the code coverage variance among the fuzzers is
negligible. As shown in Figures 13(a) and 13(b), there is minimal inter-fuzzer
variance in code coverage across ADS components. For InterFuser, DriveFuzz
achieved the highest coverage (32.45%) while AV-Fuzzer obtained the lowest
(32.40%), a margin of only 0.05%. For LMDrive, ScenarioFuzz and TM-Fuzzer
achieved the highest coverage (40.12%) while others obtained 40.07%, also a
margin of only 0.05%. For both end-to-end ADS, the result is a coverage dif-
ference of less than 10 lines.

We analyze the code coverage discrepancy between DriveFuzz and AV-
Fuzzer in ADS implementations. Figure 14 presents an illustrative case study
using the code segment from the tick() function in interfuser agent.py, a
function handling simulator data processing. Notably, lines 329–333 implement
null safety checks for compass data by converting empty values to float num-
bers, designed to enhance system robustness. Though DriveFuzz successfully
triggers this branch (covering line 333), the null compass scenario stems from
a known CARLA simulator bug,19 and executing this branch neither induces
ADS failures nor enriches behavioral diversity.

Given that the coverage of end-to-end ADS mainly consists of basic sim-
ulation loop logic, for example, in the run step() function, sensor data is
gathered and sent to trained deep learning models for decision making, and
the code coverage of such fixed execution paths is similar across fuzzers, the
code coverage metric has limited discriminative power for evaluating end-to-
end ADS testing performance. This finding aligns with previous studies (Ma
et al., 2018, Riccio et al., 2020), which also found that code coverage is not a
reliable indicator of testing effectiveness in AI-driven systems.

For multi-module ADS, as shown in Figure 13(c), TM-Fuzzer achieves
the highest average code coverage (14.30%), followed by ScenarioFuzz with

19 Issue No.94, https://github.com/opendilab/LMDrive/issues/94
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Fig. 14: Code Coverage in interfuser agent.py

13.70%, while the other three fuzzers obtain the same lowest (13.35%). Note
that the number of code lines instrumented in Autoware is approximately 24k,
meaning that the coverage difference between TM-Fuzzer and DriveFuzz is over
200 lines. Table 13 illustrates the code coverage of each component in Auto-
ware, where the perception module has the highest coverage (58.53%) across
all fuzzers, and the perception and control code coverage is the same across all
fuzzers, while the planning and system modules show some variance. Specifi-
cally, ScenarioFuzz achieves the highest coverage in the planning module com-
pared to others. It covers more code related to the StopSpeedExceeded ROS2
message, which is responsible for handling situations where the vehicle is over-
speeding. The variance between TM-Fuzzer and others is mainly focused on
system resource management, including process monitor and gpu monitor,
which are responsible for monitoring system health and issuing alerts through
the diagnostic mechanism when an anomaly occurs.

Table 13: Code Coverage of Autoware Components

Components AV-Fuzzer DriveFuzz SAMOTA TM-Fuzzer ScenarioFuzz

Preception 58.53% 58.53% 58.53% 58.53% 58.53%
Planning 11.12% 11.12% 11.12% 11.12% 11.16%
Control 25.00% 25.00% 25.00% 25.00% 25.00%

System Management 13.81% 13.81% 13.81% 16.64% 16.40%

However, although the code coverage for multi-module ADS varies in fuzz
testing, it is not a good indicator for evaluating fuzzer performance. First, it
does not show a clear relevance to the number of violations. For example, the
capability of AV-Fuzzer in generating driving scenarios and discovering viola-
tions is lower than that of DriveFuzz, but it has similar code coverage. Second,
although the authors of ScenarioFuzz claim that it outperforms DriveFuzz in
code coverage because of its capability to generate intersections with ego and
NPC vehicles, they do not provide detailed component coverage data, so we
cannot verify this claim.

The reason for this is that none of the five fuzzers took code coverage as an
objective when designing their fuzzing strategies, such as taking code coverage
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into account when selecting driving scenarios for prioritized mutation. There-
fore, we encourage further work, especially for testing multi-module ADS, to
design coverage-guided fuzzing strategies that can improve code coverage, such
as prioritizing scenarios that cover more code lines or branches, or to study the
relationship between scenario diversity and code coverage in driving systems.

Finding:

Code Coverage: The code coverage metric fails to distinguish perfor-
mance differences between fuzzers when testing end-to-end ADS. For multi-
module ADS testing, current fuzzers do not take improving code coverage
into account and lack consideration of the relationship between code cover-
age and scenario execution when designing fuzzing strategies. Consequently,
the code coverage metric does not accurately reflect the fuzzers’ violation
detection ability.

5.5 Threats to Validity

The threat to internal validity is related to the implementation of ADSFuzzE-
val. We adopt methodologies from previous empirical studies (Durieux et al.,
2020) and fuzz testing approaches (Du et al., 2022, Luo et al., 2023, Zhang
et al., 2024), utilizing Docker for consistent management of computational
resources. Specifically, we edited Dockerfiles and built Docker images for the
study subjects, ensuring a consistent and reproducible experimental environ-
ment. Additionally, we observed that the CARLA simulator may become un-
stable and crash during long-term experiments. To mitigate this issue, we de-
coupled the simulation execution into a separate component and designed ex-
ception handling mechanisms, thereby enhancing the robustness of the fuzzers
and enabling reliable evaluation experiments.

Moreover, another internal validity threat is related to non-determinism in
simulators, which has recently attracted the attention of researchers. It refers
to situations where vehicles exhibit different behavior given the same driving
scenario input over multiple simulation runs (Amini et al., 2024), leading to
poor reproducibility and debugging difficulties (Afzal et al., 2021). Although
ADSFuzzEval enables CARLA’s synchronous mode with fixed timestep to min-
imize randomness, it cannot completely eliminate flakiness. Consequently, the
evaluation results may be affected. Future work could focus on implementing
mitigation strategies, such as increased test repetition, using the latest simu-
lator releases (Osikowicz et al., 2025), or employing ML classifiers as proposed
by Amini et al. (Amini et al., 2024) to assess the degree of flakiness.

The threats to external validity is related to the generalizability of the
dataset used for evaluation. To mitigate these threats, we employed multiple
strategies when constructing the initial driving scenarios. For instance, we
randomly selected one of the “NearBy”, “Intersect” and “Random” strategies
to generate driving tasks for NPC vehicles, thereby creating diverse initial
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driving scenarios. Furthermore, to ensure the reproducibility of our evaluation,
we provided the scripts used to construct initial driving scenarios.

The threat to construct validity is related to the metrics utilized for eval-
uation. We employ three metrics to assess the performance of fuzzers: (1) the
number of unique violations, which evaluates the fuzzers’ capability to de-
tect violations (Huai et al., 2023b); (2) map waypoint coverage, inspired by
Hu et al. (Hu et al., 2021), which assesses the diversity and comprehensive-
ness of the driving scenarios generated by the fuzzers; and (3) code coverage,
which measures the extent of code coverage in the ADS during the fuzzing
process (Wang et al., 2024). These metrics are widely adopted in ADS testing-
related research and provide an effective means of evaluating the performance
of testing methodologies.

6 Related Work

ADSFuzzEval is a framework designed to evaluate fuzz testing methods for
ADS. In this section, we discuss related work focusing on autonomous driving
techniques, testing approaches and safety evaluation techniques.

6.1 Architectures for Autonomous Driving Systems

In recent years, a growing number of autonomous driving systems and tech-
niques have been proposed. Based on their architecture, ADS can be catego-
rized into two types (Zhao et al., 2023), i.e.,multi-module ADS and end-to-end
ADS.

Multi-module autonomous driving systems, represented by Apollo, Auto-
ware, and Pylot (Gog et al., 2021), utilize a layered architecture that de-
composes the complex driving task into several independent modules. These
modules, including sensing, perception, planning, and control, are optimized
independently yet work in coordination (Schwarting et al., 2018). For instance,
the sensing module gathers data from the vehicle’s surroundings using various
sensors such as cameras, LiDAR, and radar. Subsequently, the perception mod-
ule leverages machine learning models, like convolutional neural networks, to
process this sensor data and extract relevant features for object detection and
semantic segmentation. The planning module then uses this processed informa-
tion for global and local route planning, while the control module outputs the
vehicle’s control signals, such as steering, throttle, and braking commands,
to the vehicle’s actuators for execution. This modular approach offers flexi-
bility and scalability, enabling greater interpretability and easier updates to
individual components. However, the architectural complexity makes it more
challenging and effort-intensive to sufficiently validate and test the entire sys-
tem.

In contrast, end-to-end ADS, such as InterFuser (Shao et al., 2023), PARA-
Drive (Weng et al., 2024), TransFuser (Chitta et al., 2022, Prakash et al.,
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2021), and LMDrive (Shao et al., 2024), aim to simulate the learning process
of human drivers. They achieve this by learning driving strategies directly
from raw sensor data, thereby reducing the need for manual component design
and explicit rule-setting (Yoshita et al., 2023). For instance, InterFuser (Shao
et al., 2023) employs a transformer-based architecture to fuse multi-modal
sensor data, such as LiDAR and camera inputs, for end-to-end driving. This
approach allows the model to learn complex driving behaviors and handle
diverse driving scenarios. LMDrive (Shao et al., 2024) further enhances this
capability by incorporating large language models to improve decision-making
in complex environments and achieves superior performance across various
driving tasks. However, compared to multi-module ADS, the inherent lack of
modularity and interpretability in these models poses significant challenges for
debugging, validation, and safety assurance.

Given the complexity of the environment in which autonomous driving
vehicles operate, the software quality of ADS is critical for the safety of drivers,
passengers, and other traffic participants. Therefore, comprehensive testing of
ADS is essential (Koroglu and Wotawa, 2023, Lou et al., 2022, Tang et al.,
2023).

6.2 ADS Testing Approaches

In ADS fuzz testing, researchers first focused on the DNN-based components
of the system (such as the perception module) and have proposed several
methods to detect faults in these components. Adversarial sample attacks are
effective methods to detect errors in the ADS perception module, as vehicles
rely on sensors to perceive the external environment. Adversarial samples,
such as perturbed camera images (Tian et al., 2018, Zhang et al., 2018), lidar
data (Cao et al., 2019), road signs (Eykholt et al., 2018, Zhao et al., 2019) and
billboards (Zhou et al., 2020), can be used to attack the perception module.
For example, Tian et al. (Tian et al., 2018) proposed DeepTest, which gener-
ates test inputs by perturbing images with transformations such as rotation,
scaling, and blurring to maximize the number of activated neurons and detect
errors in the steering model. Wu et al. (Wu et al., 2021) extended deep learning
verification with neuron coverage and relaxation relations to verify the safety
of specific steering angles. Zhou et al. proposed DeepBillboard (Zhou et al.,
2020), which perturbs billboard images to maximize the steering angle error
in models like DAVE (Bojarski, 2016). Guo et al. proposed FuzzScene (Guo
et al., 2024), which represents scenarios in OpenSCENARIO and generates
driving scenarios with a grammar-aware strategy in CARLA, detecting faults
in the steering model based on metamorphic relations (Chen et al., 2018).

While adversarial samples can effectively reduce the security and reliability
of ADS, generating such images in real-world settings may be challenging (Lu
et al., 2017, Zhong et al., 2021). Software-in-the-loop is a method of testing
and validating code in a simulation environment to quickly and cost-effectively
detect bugs and improve code quality (Brambilla et al., 2014, Demers et al.,
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2007). Simulation-based ADS testing is one of the best practices, leveraging
high-fidelity simulation environments to generate diverse scenarios, monitor
the state of the ego vehicle and other traffic participants during simulation,
and discover violation behaviors or defects in ADS.

Driving scenarios are test cases in simulation-based testing. The qual-
ity of these scenarios significantly impacts the effectiveness and efficiency of
simulation-based ADS testing (Dai et al., 2024). To address this challenge,
researchers have been exploring various techniques for scenario specification
and generation, aiming to create high-quality driving scenarios that accurately
reflect real-world conditions and potential edge cases.

For scenario specification, the OpenSCENARIO standard is widely used
to describe driving scenarios in a standardized format. It provides a compre-
hensive framework for defining various aspects of driving scenarios, including
the behavior of the ego vehicle, other traffic participants, and environmental
conditions. This standardization facilitates scenario sharing and reuse across
different simulation platforms, enhancing the interoperability of testing tools.
Scenic (Fremont et al., 2019) is a domain-specific language design for scenario
modeling, allowing users to specify complex driving scenarios using a high-
level language. Scenic can automatically generate diverse scenarios by sam-
pling from the specified distributions, making it a useful tool for simulation-
based testing. Bakikian et al. (Babikian et al., 2024) present an approach
for the concretization of abstract traffic scenario specifications by introducing
a domain-specific language, which uses 4-valued partial model semantics to
model static and dynamic objects. Bach et al. (Bach et al., 2016) present a
methodology for the abstract positional and temporal description of driving
scenarios, utilizing a movie-related, omniscient view composed of sequential
acts to support development and testing of automated driving functions.

As for scenario generation, fuzz testing, combined with evolutionary algo-
rithms such as genetic algorithms, has led to the proposal of several scenario
generation methods for ADS. In addition to methods such as DriveFuzz, AV-
Fuzzer, TM-Fuzzer, ScenarioFuzz and SAMOTA mentioned in Section 3.1, Hu
et al. (Hu et al., 2021) introduced a coverage-based ADS fuzz testing method
inspired by code coverage metrics from structured software testing. This ap-
proach divides the map’s driving area into multiple blocks, each with a length
and width of 1 meter, tracking the blocks traversed by the ego vehicle to
form a coverage trajectory metric. Sun et al. (Sun et al., 2022) targeted com-
plex traffic rules, introducing LawBreaker to generate scenarios more likely to
trigger traffic regulation violations. By formalizing traffic rules (e.g., obeying
traffic signals) into signal temporal logic formulas (Maler and Nickovic, 2004),
LawBreaker quantifies the “distance” between the ego vehicle’s behavior and
rule violations, prioritizing scenarios likely to induce violations for scenario
evolution. Similarly, Li et al. (Li et al., 2024) proposed VioHawk, a framework
that designates hazardous and non-hazardous zones based on traffic condi-
tions. For instance, intersections are marked as hazardous during red lights.
VioHawk uses mutation operations to drive the ego vehicle toward these zones,
aiming to elicit violations.
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The purpose of our study is to evaluate the performance of fuzz testing tools
in terms of scenario generation and violation detection. To provide a fair com-
parison, we need to provide consistent initial driving scenarios and violation
oracles used by different fuzzers. Although the aforementioned scenario speci-
fication methods achieve outperformance in achieve more diversity or complex
driving scenarios, and the existing testing works integrates kinds of violation
detector, they are not suitable for our evaluation purpose, as (1) the scenario
driving models are not used by or compatible with the five state-of-the-art
simulation-based fuzz testing tools we investigated. and (2) the violation de-
tectors have multiple and varying implementations. Therefore, we proposed
ADSFuzzEval, which integrates multiple strategies to generated unified ini-
tial driving scenarios, and implements six violation detectors with consistent
parameters, ensuring a fair evaluation framework.

6.3 ADS Safety Evaluation Techniques

With the rapid development of ADS, the performance of ADS systems has be-
come a major concern. SafeBench (Xu et al., 2022) is a benchmarking platform
for safety evaluation of autonomous vehicles, considering eight safety-critical
testing scenarios and developing four scenario generation algorithms (e.g.,
learning-to-collide (Ding et al., 2020b), AdvSim (Wang et al., 2021), etc.).
SafeBench selects and implements four deep reinforcement learning-based au-
tonomous driving algorithms (e.g., proximal policy optimization (Schulman
et al., 2017) and soft actor-critic (Haarnoja et al., 1861)) as study subjects for
evaluation. It was shown that the performance of ADS drops when tested
on SafeBench. Compared to SafeBench, ADSFuzzEval focuses on fuzzing-
based scenario generation approaches and includes more advanced ADS than
SafeBench, which focused on systems released before 2018 and no longer rep-
resent the latest ADS capabilities.

ScenarioNet (Li et al., 2023) is an open-source platform for large-scale
traffic scenario simulation, defining a unified scenario description format to
reduce limitations on cross-dataset training. It collects a large-scale repository
of real-world traffic scenarios from heterogeneous driving datasets, including
nuScenes (Caesar et al., 2020) and Waymo (Ettinger et al., 2021), supporting
the replay of driving scenarios based on the MetaDrive simulator (Li et al.,
2022b). ScenarioNet configures OpenPilot in reconstructed scenarios, show-
ing that OpenPilot is robust enough to operate in common scenarios such as
lane-keeping. Similarly, ADSFuzzEval defines a data model to unify driving
scenarios across different fuzz testing approaches and generates initial driving
scenarios based on several strategies.

The CARLA Leaderboard is a online challenge supported by CARLA and
academic conferences (e.g., CVPR), providing an online ADS performance
competition across two tracks: SENSORS and MAP. In the SENSORS track,
ADS have access to GNSS, IMU, LiDAR, radar, RGB cameras and speed sen-
sors, while the MAP track additionally provides high-definition maps. ADS
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are tasked with completing various complex scenarios, including lane changes,
intersection negotiations, and yielding to emergency vehicles, based on the
NHTSA typology (Najm et al., 2007). Leaderboard scoring encompasses var-
ious factors such as rule violations, timeouts and speed maintenance. In con-
trast, ADSFuzzEval prioritizes safety performance, evaluating whether scenar-
ios generated by fuzzers can effectively trigger safety violations.

7 Conclusion

In this paper, we present, to the best of our knowledge, the largest empirical
evaluation of fuzz testing for ADS. The experiments, conducted for about 500
hours, reveal that different datasets of initial driving scenarios can lead to
inconsistent conclusions compared to those presented in the original papers.
Additionally, we employ three metrics to assess the performance of fuzzers
and find that map waypoint coverage is a good indicator to complement the
number of unique violations metric for evaluating the performance of fuzz
testing methods.

Based on our empirical study, we recommend that future research should:
(1) use multiple environments (e.g.,maps) and generate multiple datasets with
random seeds as initial driving scenarios for a comprehensive evaluation of
fuzz testing methods; (2) optimize fuzzing strategies to thoroughly investigate
potential risks in already-identified violation scenarios; and (3) incorporate
coverage-guided fuzzing strategies into the design of scenario selection and
mutation to both generate diverse driving scenarios and explore the state
space and behavioral logic of multi-module ADS in depth.
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